MOBIUS SECURITY TESTING

FRAMEWORK

As part of secure, business-as-usual operations,
organisations are required to conduct security testing
on an ongoing basis to ensure continuous identification
of security weaknesses.

Security testing must be efficient and conducted using a
structured approach taking into account the Why, Who,
What & Where, When and How of security testing.

¢ Why: Baseline security, compliance

¢ Who: Roles and Responsibilities

¢ What & Where: Scope

e When: Triggers and frequency

¢ How: Approach, methodology, and process

However, due to the ever-evolving risk landscape and
internal and external testing requirements, organisations
face conflicting priorities, which leads to unstructured,
ad-hoc and ineffective security testing efforts.

Mobius is well-equipped to assist organisations in
establishing a robust security testing framework which
enables structured, consistent and continuous security
testing efforts for critical business assets.
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Standardised approach to $

WHY MOBIUS

We assist organisations adopt a standardised approach
to security testing through ensuring that security
testing guidelines and principles are established. The
framework considers the organisation-specific industry,
operating entities, internal and external stakeholder
requirements, as well as regulatory requirements,

to enable vulnerabilities on critical systems are
effectively identified.

In order to ensure that best practice is
incorporated in the establishment of
the security testing framework, we
work in collaboration with our
penetration testing team

who provides hands-on

guidance for security

testing standard.
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MOBIUS SECURITY TESTING = MOBIUS

FRAMEWORK

Approach / phases

The Mobius approach to developing and adopting a Security Testing Framework:
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CONSULTING

Actualising change

PHASE 1

= @ DISCOVERY, RESEARCH AND ANALYSIS
* Understand current policies, guidelines and
processes in place
* Understand centralised testing requirements
e Determine business objectives and drivers
* Determine applicable regulations (per
operating entity)

PHASE 2
@ '@ FRAMEWORK DEVELOPMENT

X__ e Why (Based on business requirements and
relevant regulations)

¢ Who (Roles and Responsibilities)
e What & when (Scope and testing plans)
e How (Approach, methodology, and process)

PHASE 3
= @ IMPLEMENTATION STRATEGY

» Testing framework implementation plan
that takes into consideration current testing
processes, teams and technologies

e Continuous monitoring and testing (based
on framework requirements)

¢ Reporting requirements

DID YOU KNOW

That many organisations conduct security testing without knowing the why, what, who, or when to test, simply because they lack
defined security guidelines and principles.




SECURE YOUR

DIGITAL JOURNEY

Have confidence in your
secure digital risk landscape.

DEVELOP YOUR
DIGITAL RESILIENCE

We work with you to develop /'
sustainable data risk resilience -
into your business systems.

. .-‘
YOUR
RISK LANDSCAPE
Let us confidently accelerate
your digital journey by helping
you know your risk landscape.
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