WARNING! SPIKE IN CYBER ATTACKS
In the wake of COVID-19, there has been a dramatic increase in the number of cyber attacks as
hackers take advantage of our need for information. We need to strongly urge you to be on the
alert in order to maintain the security of your devices, networks and confidential information.
It is important that you are able to identify cyber attacks, understand how to prevent them and
know what to do if you have been compromised.

TYPES OF ATTACKS
Coronavirus Phishing Scams started circulating in January 2020, preying
on fear and confusion about the virus. Hackers have been using pandemic related traps to scam people, commit fraud and spread their malware.
Ransomware Attacks are more common during this time, because scammers
know that the urgent need to continue functioning as a business will push
employees to simply pay the ransom.
Phishing and Scam Websites themed around the pandemic are exploding
on the web, with new domains cropping up every day, enticing the user to click
on unfamiliar links. Even browsing a scam site without clicking can allow
malware onto your machine.

Overall daily internet usage has increased as more people are working remotely, and this has
increased the opportunity for hackers to exploit the situation.

WHAT TO DO IF COMPROMISED?
BE VIGILANT AND DON’T PANIC.
1. Contact your information security team to report any information security
incident. They will instruct you on what to do.
2. Make sure all your devices have the latest software updates installed
plus up-to-date antivirus and anti-malware software installed. Run
security and antivirus updates once a day
3. Ensure your email service protection features are enabled.
4. Enable multi-factor authentication (MFA) on all your accounts where this
feature is available.

HOW TO STAY SAFE:
A few simple ways to recognise phishing attempts. These are some of the tell-tale signs:

Spelling and Grammar:
Cyber criminals aren’t known for their great grammar and spelling.

Suspicious Links:
If you suspect that an email message is a scam, don’t click on any links. Rather search for the article
subject in Google and find a reputable source for the information. When in doubt, don’t click!

Suspicious Attachments:
If you receive an email with an attachment from someone you don’t know, or an email from someone
you do know but with an attachment you weren’t expecting – don’t click and open the attachment.
Rather call them first to confirm.
Threatening Tone:
Cyber criminals use fear and panic as a tactic to entice you to react in haste and often irrationally. Again,
don’t panic and contact your information security team.

Website Spoofing:
These emails appear to connect to legitimate websites or companies but take you to fake scam sites.
Altered Web Addresses:
This is a form of spoofing where the web address closely resembles the name of a well-known
company, but is slightly altered; for example,“www.mobuisconsulting.co.za” or
“www.mobuisconsutling.co.za”.
Mismatches:
The link text and the URL are different from one another; or the sender’s name, signature, and URL
are different.

PLEASE SHARE WITH FRIENDS, COLLEAGUES AND FAMILY.
This public service announcement is provided courtesy of Mobius Consulting. www.MobiusConsulting.co.za

